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In the Claims: 

1 .(currently amended) A N-dimenslonai biometric security system comprising 

a station for receiving i«ptrt infbmnatlon representative of a user f rom a me user 
roprooontativo of the uocr and generating a signal responsive thereto; 

a first data base having a plurality of words and language rules for generating 
one-time challenge phrases corresponding to the user and a session access request; 
a second data base having blometilc models of the user therein; and 

a controller to receive and validate said signal as representative of the user, said 
controller communicating with said first data base for generating and d eliverino a 
randomly generated challenge phrase st to said station for the user to speak in 
response to validation of said signal, and said controller communicating with said station 

to receive a spol(en response and to generate a second signal representative of 
the spoken response, 

to process said second signal by automatic opocoh rooognltlon (A S R) for ASR 
matching to va l ldato tho the voico i nfanmatlon -Msed for speaker recognition and to issue 
a first validatbn signal in ropaonso response to matehing ttetween said second signal 
and said stored btometric model, and 

to process saki second signal to verify the voice infonnation used for speech 
recognition and to issue a second validation signal In ropoonoc response to matohing 
between said second signal and said challenoe phrase. ar>d 

to validate the spoken response to said selected challenge phrase as 
representative of the user in response to receiving said first validation signal and said 
second validation signal. 
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2. {cuiTently amended) A method of identilying and validating a user comprising the 
steps of 

initially inputting infonnati'on representative of the user at a station; 

generatlng a signal responsive to the Infonnation; 

receiving and validating the signal as representative of the user; 

thereafter aeneratina and d elivering a randomly generated one-time challenge 
phrase at said station for the user to speak in response to validation of said signal; 

generating a second signal representative of the spoken response to said 
challenge phrase; and 

thereafter receiving and va l idating simultaneouslv prQcessino the second signal 
for speaker verification and for speech recognition and Issuing a first validation stanal In 
response to speaker verification and a second validation signal in response to speech 
recognition: and 

validating the second signal as representative of the user in response to 
Issuance of said first validation signal and said second validation sicnal. 

3. (canceled) 

4. (currently amended) A N-dimensbnal blometric security system comprising 

a station for receiving Input information from a user representative of the user 
and generating a first signal responsive thereto; 

a first data base for storing a plurality pf words and language mies for generating 
one-time challenge phrases conpesoondino to the user and a session access request 
otorod word phfDOOo ; 

a second data base for storing a btometric model of each of a multiplicity of 
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users; and 

a controller for receiving and validating comparing said first signal as 
raoresentative of one of a multipilcitv of users to tlio ctorod b i omotrio modol and for 
validating s aid first cignal as roprocontat l vo of tho uoor In rooponoo to a match botwoon 
said firot s i gna l and oald otorod biomotric modol . said controiler being openatively 
connected to said first data base to aansrate and deliver a one-tame randomly 
generated challenge phrase m w domly sGlcct and forward ono of oaid -s tored word 
piwases to said station in response to said first signal to ooid otatlon oo a ohoi l onge 
pfHBse for the user to speak, 

said oontrolier communicating with said station to receive and compare a spol(en 
response to said challenge phrase te jadQi said challenge phrase to verify said spoken 
re^onse as matching said challenge phrase and to compare at least port of said 
spoken response to the stored btometric models model of a user and for validating sakl 
spoken response as representative of the user in response to a match between saM 
spoken response and said stored biometric model of the user, sakJ controller issuing an 
authentication signal In response to a verification of saM spoken response as matohing 
said challenge phrase and a validation of said spoken response as representative of the 
user 

5. (currently amended) A method of Identifying and validating a user comprising the 
st^sof 

receiving information from o uoor representative of a user from t he user at an 
input station and generating a first signal responsive thereto; 

storing a plurality of otorod word phraooo words and language mles for 

6 

PAGE 6/13' RCVD AT 9115/2006 12:40:37 PM [Eastern Daylight Tinie] * SVR:USPTO{FXRF<i/0 ' DNIS:2738300*CSID: * DURATION (inni-ss):03^0 



Sep-15-06 I1:38an Fron- 



T-31B P.OOr/013 F-701 



generating one-time challenge phrases corresDondina to the user and a session access 
request in a first data base; 

storing a biometric model of each of a multiplicity of users in a second data base; 

roco i ving and comparing oald first oigna l to the s tored biomotrio modo l o to 
va l idate oald first o i gnal as roprooontotivc of one of oald uooro i n rooponoo to q matoh 
botwoon OQ l d finrt a l gno l and sold otorod b i omotrio modolo; 

randomly oolcoting ffeneratina and forwarding ono of said otorod word phrases 3 
one-time word ohiaae to said station In response to said first signal to said s tat i on as a 
diallenge phrase for the user to speak; 

comparing a spoken response to said challenge phrase to verify said spoken 
response as matching sakl challenge phrase; 

comparing at loQot port of s aid spoken response to the stored biometric models 
for validating said spoken response as representative of saM one of sakl users In 
response to a match between said spoken response and said stored btometric model of 
said one of sakl useia; and 

issuing an authenticatton signal In response to a veitflcatlon of said spoken 
response as matching said challenge phrase and a validation of said spoken response 
as representative of said one of said users- 

6. (currently amended) A mefliod as set forih in claim 2 wherein the 3 user additionally 
selects ono - ef -s aid -c tefed - word phrasos-a B- sa i d - a word ohrase as a private and 
personal c hallenge phrase. 

7. (new) A method as set forth In claim 5 wherein a user additionally selects a word 
phrase as a private and personal challenge phrase. 
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